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1. What is CloudOps?

2. FinOps

3. GitOps and other XOps
4. Automation to the rescue
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,Iraditional“ Ops

separation of:
» software development (Dev)
» quality assurance (QA)
» infrastructure configuration (IT
Ops)
» software deployment (IT OPs)

The rise of CloudOps (TBD)

Development team opens a QA team opens a ticket for  Operations team deploys
ticket for the QA team to the operations team to the new build to the
test the new build. deploy the new build. production environment.
Issue queue
Ticket 1 Ticket 2 Ticket 3 ‘
Development team Quality assurance team Operations team
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- Dev(Sec)Ops

» DevOps is a set of software
development practices that
combine software development Traditionsl organizational model DevOps organizational model
(Dev) and IT operations (Ops) to
shorten the system development
life cycle while delivering features,
fixes, and updates frequently in QQQ 000 Q0O Q00 00O QOO
close alignment with business EU Eﬂa ﬁ[@ %Q %Q %Q

objectives.

Development Quality Operations Team 2 Team 3

Three specialized teams Three interdisciplinary teams

» Automation is a core principle for
achieving DevOps success and
CI/CD is a critical component.
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- CloudOps = DevOps for cloud computing

DevOps and Cloud

The Match that Drives Today's Businesses

» lack of available cloud-related ops
skills

» growing complexity - e.g.
multicloud

» rising security threats - public

clouds » IaC and automation
» the shift to a utility consumption > monitoring and logging
model - cloud cost management » security

» cost management
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FinOps

“If it seems that FinOps is about saving money, then think again.

FinOps is about making money.*

FinOps is an evolving cloud financial management discipline

.
F In o ps and cultural practice that enables organizations to get

maximum business value by helping engineering, finance &
Framework business teams to collaborate on data-driven spending decision

Principles Personas
Teams need to collaborate

Everyone takes ownership for their
cloud usage

FinOps Practitioner

A centralized team drives FinOps Executive

Reports should be accessible
and timely

Decisions are driven by business
value of cloud

Take advantage of the variable cost
model of the cloud

Domains
Understanding Performance

Cloud Usage Tracking &
and Cost Benchmarking

The rise of CloudOps (TBD
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- GCP - Cloud billing report

» SKU is the resource used by your
service, e.g. for Cloud Storage:

> class A operations (object adds, s== =
bucket/object list)

» class B operations (object gets,
retrieve bucket/object metadata) |IIII""I"III"""I"I"III

» Monthly amount of data ARRRRRNNRRNRRRNRRRRRRannnnnnii
retrieved

» Monthly data transfer from
Cloud

other cost factors include:

» Standard, Nearline, Coldline or
Archive storage class
» total size of bucket
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GCP resource labeling for costs breakdown

» develop cloud resources labeling convetions®

resource ""google_storage_bucket” » export cloud billing to Big Query

%namje:bgi -staging-bucket” { » develop custom reporting using labels for grouping
o "${var.project_name}-staging” wazmzz00sagns
location = var.region PP I
uniform_bucket_level_access =
. false ooers oo cessons proreonon wreercie
force_destroy = true
labels = {

env = var.environment
workload_type = "etl_pipeline”
team = "analytics”

3

3

9FinOps for data pipelines on Google Cloud Platform
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https://cloud.google.com/resource-manager/docs/creating-managing-labels#common-uses
https://cloud.google.com/billing/docs/how-to/export-data-bigquery
http://mkuthan.github.io/blog/2022/04/02/gcp-finops/

FinOps - cost optimizations

» preemptible(spot)

. low savings high savings.
Instances High

4 Re-architecting: Serverless,
» VM instance schedules .
Re-platforming: °
| 2 autoscaling group Of ut;o: Rightsizing Managed Servi Preempible VM
instances sz e e .
BigQuery Slots
> le resources o o
» cloud storage lifecycle . cortone
management sa
Low Savings > High

» serverless - but not

because it’s cheaper
» understand pricing models

v

budgets and alerting
» what are the main cost drivers?

» organization/platform » Pay-as-you-go or reserved

policies
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GitOps

GitOps is a DevOps process characterized by:

» best practices for deployment,
management, and monitoring of
(containerized) applications

» a developer-centric experience for
managing applications, with fully
automated pipelines/workflows using
Git for development and operations

» manage infrastructure and application
configurations using Git (not only
application code)

The rise of CloudOps (TBD)

—O— B
ContManagemen[ 5] —— ® — Cl/cy —o—
—O-
Application Code /

GitOps-in-a-nutshell
nfra as C:u: \

“Source of Truth” for Update to code source Pipeline runs a series of tasks, resulting in the
declarative code triggers a pipeline update of the runtime environment to match
the source
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>

application of the best
practices of Agile vy Y ¥V B

methodology, DevOps to 3

data processing Sy ° ) 2 ,c
automated deployments ’

data quality and unit y

testing

automated metadata
generation e.g. lineage

. b bility and id
automated security via Lot | (Fi] (o |
tagging (tag-based . .
pogl(igciegs)( & Figure: The three pillars of DataOps
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Configuration

MLOps 1/2

Data Collection

Data Machine

Verification Resource
Management

n Analysis Tools

Feature
Extraction

Process
Management Tools

Serving
Infrastructure

Monitoring

Figure: Elements of ML systems
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adaptation of DevOps
principles to ML domain
standardized ML model
lifecycle aka models
factory

pioneered in 2015

various kinds of technical
debts, e.g.:

P pipeline jungles

» configuration debt

P data testing debt
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MLOps 2/2

MLOps = DataOps + DevOps + ModelOps
(& miflow
DELTA LAKE Repos f

Data Versioning

Code Versioning with
with Time Travel

Model Lifecycle Management
Git Integration

with Model Registry

Figure: DataOps vs DevOps vs ModelOps
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» AIOps stands for Artificial Intelligence for IT Operations.

» Combines Al and machine learning to automate and improve IT operations.

» Aims to enhance monitoring, troubleshooting, and incident response in
complex environments.

» a few examples:

» k8sgpt - Kubernetes clusters triaging and troubleshooting with LLMs
» LLM-powered automatic labeling, commit summaries, even code reviews
» automatic test cases/ data quality tests generation
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https://k8sgpt.ai/

- Automation to the rescue - IaC

» Terraform is great...but have some limitations

» Terragrunt and Atlantis for more robust CI/CD processes - e.g. DRY principle
- versions, variables

» modules vs stacks

» radius blast
» speed
» resources lifecycle - e.g. compute vs storage
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Automation to the rescue - git hooks

pre-commit — a framework for
managing and maintaining
multi-language pre-commit hooks.

Pre-Commit Post-Commit
Notification Notification

T 7

LN LN LN

Stage Commit Enter Commit
Changes Changes Message

All Done!
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https://pre-commit.com/

Automation to the rescue - Github Actions

S name:
itHu ctions
50 on:

Pull request workflow

pull_request:

REPOSITORY

branches: [dev]
R X
jobs:
I ! . pull-request:
woRk o ;g o parailel runs-on: ubuntu-latest
'WORKFLOW 'WORKFLOW 'WORKFLOW St e p s :
- uses: actions/checkout@v2
JoBS ol o 1 porale (default/ - uses: hashicorp/setup-terraform@vi

sequential

STEP EEIED or _
STEP CETED o CEIED sequential

STEP CIIXID or CEITD

STEPS
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with:

terraform_version: 1.1.7
name: Terraform fmt
id: fmt

run: terraform fmt -check



Github Actions — keyless authentication

» fine-grained scoping — e.g. GitHub
repository, Organization

. . GitHub Google Clou
» short-lived credentials — by default Qi f— = Coogleclovd

1 hour, greater security even if [&'é’l“ﬁ;@“"‘“s ] . [iif:é"syemces ] [ii?;ii. GHS;’:EJ?;L"“ }
compromised Brondor f g ;

» minimal management overhead — Ey iy roa B ==
no need for JSON service keys,
short-lived tokens rotated every
deployment
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Automation to the rescue - SecOps

» static application security testing
(SAST) tools like checkov, tfsec or
terrascan

» policy-as-code
» support for many IaC technologies

(e.g. Terraform, Docker files,
Helm charts)

The rise of CloudOps (TBD)

/ | /N 1/ NN/
P — (] <NV /
VY VY Y N VO VO WV 4

By bridgecrew.io | version: 2.0.1032
terraform scan results:

Passed checks: 26, Failed checks: 6, Skipped checks: 22

Check: CKV_GCP_27: "Ensure that the default network does not exist in a project"
FAILED for resource: google_project.tbd_project

Error: File: /gcp_project/main.tf:5-12
Guide: https://docs.bridgecrew.io/docs/bc gcp networking 7

| resource "google_project" "tbd_project" sk
| name = "TBD $xkklocal.projectsxk project"”
| project_id = local.project

| billing_account = var.billing_account

| lifecycle okk

| prevent_destroy = true

| ek

Fokok
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https://www.checkov.io/
https://github.com/aquasecurity/tfsec
https://github.com/accurics/terrascan

Automation to the rescue - FinOps

v

analyses Terraform code
support for CI/CD and code editor

» unfortunately some data services -
such as GCP Composer or
DataProc still not supported :-(

v
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Parse TF files
IETTTE
~ dev
¥ main.f
~ prod
aws.tvars —
¥ main.f

Terraform files
i your project

PastamARE Git Provider

—
cifen
Stap deployment

ices if casts exceed
preset rules

> (InfracostcLI

Infracost

Pricing API

Rerieve
current prices

Parse TF code

Real t
N ( Infracost Addon ) m————— eal time
information in IDE




Automation to the rescue -

FinOps

Infracost Cloud cost estimates for Terraform in pull
requests

#usage file

version: 0.1

resource_usage:

google_storage_bucket.thd-staging-bucket:

storage_gh: 100
monthly_class_a_operations: 40000
monthly_class_b_operations: 20000
monthly_data_retrieval_gbh: 1000
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github-actions bot commented yesterday - edited ~

& Infracost estimate: monthly cost willincrease by $147 /

Project Previous  New
bdg-tbd/tbd-2022Z-infra-internal/plan.json $0  $147
¥ Infracost output

Project: bdg-tbd/tbd-2022Z-infra-internal/plan. json

+ google_storage_bucket. thd-staging-bucket
+52.51

+ Storage (standard)
+52.30

+ Object adds, bucket/object list (class A)

+ Object gets, retrieve bucket/object metadata (class B)
+50.01

Diff

+$147
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https://www.infracost.io/

Books

)
Google Cloud Understanding the
principles of cost
Getting started optimization
with FinOps
on GCP

Google Cloud
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-

Q&A

marek@getindata.com
marek.wiewiorka@gmail.com
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